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Overview

This document is to communicate the general data submission process by Health and Dental Carriers to the Regulatory
Health Link Division of Arkansas Insurance Department. There are multiple ways you may be required to submit data to
Arkansas Insurance Department. This is the default data submission process unless detailed otherwise in separate file
specification documents or other communications. This process is more suitable for securely submitting various data
files without the overhead of interacting with AID for carrier specific logins.

AID’s secure FTP site would receive the data. Carriers will not be able to see any files they submit or files submitted by
other Carriers.

This document does not describe any data formatting details required on the data submissions.

Intended Audience

This document is intended for technical staff familiar with some of the basics of transmitting data using FTP tools such as
FileZilla. If after reading through this document the technical staff still needs help, he or she may contact AID’s Information
Help Desk at 501-371-2657 or email insurance.information.systems@arkansas.gov

FTP Tool

This document has been tested using the open source FTP tool called FileZilla on the Windows platform. The data
submitter is not restricted from using any other tool with similar features. Native ftp at command line prompts will not work
for the ftp host address provided. FileZilla client can be downloaded and installed for free from https://filezilla-project.org/.
The expected usage and behavior of FileZilla while successfully transmitting a file to Arkansas Insurance Department is
shown in Appendix 2.

Implementation details
1. Name the file appropriately using the following File Naming Convention unless otherwise specified elsewhere
a. <Date of submission in YYYYMMDD format>_<Carrier name>_<any short descriptive name by carrier>
b. For example a HEDIS data submission by Arkansas BlueCross BlueShield on July 15, 2015 in csv format
may be “20150715_ARBCBS_2014 HEDIS Data.csv”

2. Submit the file to AID’s FTP Server using the following details:
a. Host Address: webftp.insurance.arkansas.gov

Port: 1200

Protocol: FTP

Encryption: Explicit FTP over TLS

Mode: Passive

Userid:healthplancarrier

Password:healthplancarrier

@ rooo0CT

Since we use self-signed SSL certificates for this site and you are using a tool like FileZilla, expect to see the
“Unknown certificate” message as shown in Appendix 1 when logging in the first time.
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3. Send an email to RHLD.DataOversight@Arkansas.gov with the subject line being “DATA SUBMITTED ON
SECURE FTP SERVER” with a list of the file names and a brief description of the files.

4. There will be error messages about not able to list the directory during the process. This is by design. Due to the
way security is enforced you will not be able to see the file you have uploaded to our server. The indication of a
successful file transfer in the increment of the “Successful transfer” counter tab as shown in Figure 4 of Appendix
2.
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Appendix 1

The following “Unknown certificate” message may pop up during first use and it is OK. We are using self-signed

certificates for this

server.

Unknown certificate

Details

Valid from:
Valid to:
Serial number:

Session details
Host:
Protocol

Key exchange:
Ciphen

MAC:

@@ The server's certificate is unknown. Please carefully examine the certificate
'0' to make sure the server can be trusted.

3/25/2015 7:00:00 PM
3/25/2017 6:59:59 PM
00:83:b6:4c:d5:91:5R:0c: 763 e:dT:46:4 d:aeb0: db: e

Public key algorithm:  RSA with 4096 bits
Signature algorithm:  RSA-SHA256
Fingerprint (SHA-256): 98:c1:36:7e:dT:6fdclal cdb:fi:d2:dbiec34:1

84:c1:86:e3:37:76:cb:T e T aa:aa:37:8F9c:d a:d 2

Fingerprint (SHA-1):  3eld:cd:b2:b8:0f:2d:73:f4:75:b3:cf:3a:f2:96:02:0:01:d8:5d

Subject of certificate Certificate issuer
Commen name:  webftp.insurance.arkansas.gov Common name: COMODO RSA Organization Validation Secure Server CA
Organization: Arkansas Insurance Department Organization: COMODO CA Limited
Unit: Is Country: GB
Hosted by Arkansas Department of Information Systemns State or province: Greater Manchester
EliteSSL Locality: Salford
Country: uUs
State or province: AR
Locality: Little Rock
Postal code: 72201
Other: street=1200 West Third

Alternative names: webftp.insurance.arkansas.gov

www.webftpinsurance.arkansas.gov

webftp.insurance.arkansas.gov:1200
TL51.0

RSA

AES-256-CBC

SHAL

Trust this certificate and carry on connecting?

| Always trust certificate in future sessions,

QK I I Cancel

June 10, 2015
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Appendix 2

FileZilla is the tool AID has used to test this document. The steps and observed behavior in a successful data transmittal

is provided below.

FileZilla

File Edit View Transfer Server Boockmarks Help New version available!

1 - FEEFR) 2+ ke ENFn

= [ |

Host: rancearkansas.gov  Username:  healthplancarrier Password: sessssssssssss  Port 1200] B
"

Enter "webftp.insurance. arkansas.gov"
for host

Click Quickconnect after entering a)
host b) userid & c)password

Local site: | Cihplanbakt,

Rernote site!

planbak

presentation

Program Files

Program Files (x86)
ProgramData

Recovery

Svstern Velume Information

=
Filename

| AID_REP_1008
. assister

. COPH

. COPHData

. DIs

. Issuerdata2

. Marion

L QCA

. sample zip data

'EZUM ACA implementation in Arkansas 1.pdf
ﬁlﬂlﬂi ACA implementation in Arkansas.pdf
@\JZDMIUZ? db scherna 2008.sq]

2120141027 db schema.sgl

2015 Rates By Region with PlanIDs -DMS.xlsx
@JZUIS Rates By Region with PlanIDs Protected.dsx

|| 2015 Rates By Region with PlanIDs.7z
4 .

Filename Filesize Filetype

Mot connected to any server

Last medified

Permissions  Owne

< i

248 files and 9 directories. Total size: 2,559,150,942 bytes

Mot connected.

Server/Local file Direction Remote file

Size Priority  Status

—l Queued files l Failed transfers l Successful transfers J

Figure 1: Enter host address, userid and password after invoking FileZilla

Queue: empty a@e
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ftp://healthplancarrier@webftp.insurance arkansas.gov:1200 - FileZilla

File Edit View Transfer Server Bookmarks Help MNew version available!

(=&

A -2+ Ak EAEn

Host: rance.arkansas.gov  Username: healthplancarrier  Password: eeesssssssssss  Port; 1200 Quickconnect E]

Status: Connected
gt;::;and: E:,Ewmg directory listing... This error is expected because
Response: 257 "/" is current directory. you are not allowed to see the
Command: TYPEI contents of where you log in.
Response: 200 Typesettol
Command: PASY
Response: 227 Entering Passive Mode (170,94,145,148,203,243)
Command: MLSD
Response: 550 Permission denied
Error: Failed to retrieve directory listing
Local site: | C\planbak', Remote site: | / — -
This message is expected
& [planbak . -/ because you are not allowed to
Ju presentation see the contents of where you
. Program Files log in.
| Program Files (x36)
NN
: ::::irva:r;Data @ Filename = Filesize Filetype Permissions  Owne
. Sustem Volume Information T
Gllenams é Directory listing failed
k.
| AID_REP_1008
.. assister
1/ COPH
| COPHData
L/ DIs
| Issuerdata?
. Marion
1 aca
. sample zip data
Elﬂld ACA implementation in Arkansas 1.pdf
'EZUH ACA implementation in Arkansas.pdf
2% 20141027 db schema 2008.5q]
[ 20141027 db schema.sql
() 2015 Rates By Regicn with PlanlDs -DMS xlsx
]2015 Rates By Region with PlanIDs Protected.xlsx
|| 2015 Rates By Region with PlanIDs.7z -
] m 3 < m r
248 files and 9 directories, Total size: 2,559,150,942 bytes Empty directory.
Server/Local file Direction Remote file Size Priority  Status

1 Queued files l Failed transfers l Successful transfers

Figure 2: Expected behavior after connecting

&4 B/ #m Queue: empty .9
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led fip://healthplancarrier@webftp.insurance.arkansas.gov:1200 - FileZilla
File Edit View Transfer Server Bookmarks Help New version available!

A -FEFEF sy && BN TN

Host: rancearkansas.gov  Username: healthplancarrier Password: esssssssssssss  Port 1200 Quickconnect E]

Status: Connected -
Status: Retrieving directory listing...
Command: PWD
Response: 257 "/" is current directory.
Command: TYPEIL
Response: 200 Typesettol
Command: PASY
Response: 227 Entering Passive Mode (170,94,145,148,203,243)
Command: MLSD
Response: 550 Permission denied
Error: Failed to retrieve directory listing
Local site: | C:\planbaky = | Remotesite: | / -
. planbak - Ty
. presentation
. Program Files
. Program Files (x86)
| ProgramData = Now you are ready to transmit the file from\\
Recovery Filename your location to AlID's secure server. Last modified Permissions  Owne
1 Systern Volume Information - [ B- MNavigate to the location of your file and
= — right-click. You should see the pop-up
Filename ;ul'here you would be able to "Upload” the Directory listing failed
& sheet 3.emf &
| sqlbd
| T_mrktinfo_20161106_12.7z
(2] T_mrktinfo_20161106_12.del
|| tax analysis.txt
Test for directory A.docx
est for directory B.docx
Test for directory M.docx
Test for directory Q.docx
%) Thumbs.db +  Upload
|| US State analysis.bet ¥ Add files to queue
| 1) zip-codes-database-BUSINES Open
| 1) zip-codes-database-MSSQL- Edit
SkPOCarrierCompare2016.d
] - $twork Adequacy Improven Create directory
Create directory and enter it
4 L} L} 13
Refresh
Selected 1 file. Total size: 57 byte: ty directory.
Delete
Server/Local file Size Priority  Status
Rename
1 Queued files l Failed transfers J Successful transfers J
S [FlEm Oueve: emoty e

Figure 3: Action needed to transmit the data
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ftp://healthplancarrier@webftp.insurance.arkansas.gov:1200 - FileZilla

File Edit View Transfer Server Bookmarks Help Mew version

available!

C=1=00E=]

1 - FEAR v B & BTN

Host: ance.arkansas.gov  Username: healthplancarrier  Password: eesessssssssss  Por: 1200 Quickconnect E]

Status: Starting upload of C\planbak\TestData b -
Status: Retrieving directory listing of "/"...

Status: File transfer successful, transferred 57 bytes in 1 second

Status: Retrieving directory listing of "/"...

C d: TYPEL . . .

Rgg?ﬂiz: 200 Type setto Expect no further dialog in this location for a

Command: PASY successful file transfer

Response: 227 Entering Passive Mode (170,94,145,148, 203 251)

Command: MLSD
Response: 550 Permission denied
Error: Failed to retrieve directory listing
-
Local site: | C\planbaky, - | Remote site: | / -

. planbak -
. presentation

. Program Files

. Program Files (x86)

Ny

. ProgramData E
. Recovery
Swstem Volume Information

=
Filename

#|Sheet 3.emf

= (B

L T_mrktinfo_20161106_12.7z

2| T_mrktinfo_20161106_12.del

|| tax analysis.bdt

] Test for directory Adoox

Test for directory B.docx

Test for directory M.docx

B Test for directory Q.docx

u TestData.bt

%] Thumbs.db

|| US State analysis.bet

) zip-codes-database-BUSINESS-SAMPLE.zip
1) zip-codes- database-MS5QL-BUSINESS zip
SkPOCarrierCompare2016.docx

B . Stwork Adequacy Improvement Proposal.decx @

Al

4 L} 13

Filename

M.

Directory listing failed

Filezilla does not respond with any
other message or indication of a
successful file transfer other than
an increase in the counter of a
successful file transfer

Filesize Filetype

Last medified Permissions  Owne

L1}

Selected 1 file. Total size: 57 bytes

]
directory.

Server/Local file Direction Remote file

Size Priority  Status

-l Queued files l Failed transfers l Successful transfers (1)’ ]

Figure 4: Expected behavior after the file has been sent

a £ B8 Queue: empty LR ]
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